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Business Continuity Planning Guidance
Note:

The individual nature of every organisation necessitates the creation of unique business continuity plans.  As a result, it is not possible to create a complete sample plan that will be useful to a wide range of organisations.  

We have therefore provided the following Business Continuity Planning Guidance as a guidance document on the creation of such a plan.  We have also provided three sample policies that will form part of an organisation’s business continuity plan: Emergency Planning, Disaster Recovery Planning and Pandemic Recovery Plan.  Together, these four documents will lay the foundations of a Business Continuity Plan specific to each organisation.
General Guidance Statement

Business continuity management is the ongoing process of ensuring the continual operation of business-critical processes in the event of any disruption through the evaluation of risk and resilience and the implementation of mitigation measures.

This guidance describes how the organisation will identify potential impacts that may threaten it in the event of a disruption/emergency and will provide a framework for building resilience and the capability for an effective response to safeguard the interests of its key stakeholders, reputation, brand and value-creating activities.
Procedure
1. PREPARATION
Identify critical functions

Identify the critical functions of the organisation, ie those without which it would cease to operate, and the priority of recovery for those functions.

Examples of critical functions include:

· IT department

· distribution

· manufacturing.

Each business unit will be considered in terms of its functional importance on the survival of the organisation and how quickly the function must be re-established.

Identify resources required for recovery

Consider for each time span (eg 24 hours, 2–4 days, week, month) of disruption:
· how many staff will be needed
· whether relocation to other premises is necessary, or if some staff could carry out their functions from home

· what IT services are needed
· what additional equipment including vehicles, machinery, communications is needed

· what data is essential to the delivery of the critical function, eg customer contact details, insurance details.

Assess the risks

· List the hazards (eg flooding, IT failure, fire or explosion, extreme weather) that could affect critical functions.

· List the physical disruption that may be caused.
· List the financial implications of this disruption.
· List people affected by the disruption (eg staff, clients, partners).
Mitigation measures
List measures currently in place to prevent or reduce the likelihood and/or impact of the hazard on the organisation.
Identify any additional actions that should be taken to prevent or reduce the likelihood or the impact of the hazard on the organisation.
Establish key roles and responsibilities

· An internal response team to manage the response and recover of the emergency.

· An emergency services liaison officer to pass information between emergency services and the internal response team if the emergency services are involved in an incident.

· A media liaison officer to answer questions regarding the emergency and business in general.

Ensure an up-to-date contact list is maintained at all times with details of key employees, utilities, insurance company, suppliers, customers, key holders, the security company, partner organisations, members of the response team, etc.

2. EMERGENCY PROCEDURE
Identify any damage

As soon as it is safe to do so, make an assessment of the extent of the damage caused by the emergency.
Consider and document the following:
· injury to staff, contractors, public
· damage to building(s)
· damage to plant, equipment, vehicles, etc
· damage to stock
· damage to reputation.
Identify functions disrupted

Document which functions or areas have been disrupted and the extent of the disruption.

Provide information to staff

Keep staff informed of the situation status and the response actions being taken.

Staff may be concerned about injured colleagues, what is expected of them today, whether they should they turn up for work tomorrow, etc.
Decide on course of action

Decide what needs to be done and produce a specific action plan.
Communicate
Let staff and business partners know what has been decided.

Provide public information to maintain reputation and business through the media liaison officer.
A holding statement could be pre-prepared for the blanks to be filled in at the time with specific details.
Arrange a debrief

After the emergency, hold a debriefing to establish any lessons learned.
3. REVIEW
Review and amend the plan as necessary.

This plan will be reviewed and reevaluated in light of the strategic vision of the organisation. Any changes will be communicated to all stakeholders to ensure the prioritisation and sustainability of the plan to protect critical organisational interests in the event of a disruption.

The person responsible for this plan is ___________________________.
Updated April 2012
ABC Company: Disaster Plan

[The documents provided below are intended to act both as examples and templates.  Their precise form will vary according to the organisation and its circumstances.  In particular, examples of Annexes indicated as ‘…’ are not supplied because they will depend on the particular organisation and incident.]

Date/Version number

Scope 

This plan relates to the business and operations of ABC Company.  It details the procedures to be followed in an emergency situation and the actions to be taken to protect and sustain the employees, the business and the customers/suppliers of the company.

Management of the plan

The plan has been prepared and is sustained by the Disaster Emergency Planning Committee, consisting of the following:

· Managing Director

· Works Manager

· HR Director

· Marketing and Sales Director

· Disaster Plan Manager

· Secretary.
Details of the current incumbents of these positions, along with their nominated deputies, are in Annex A.

Note that in all cases the deputies have full powers when exercising their deputising roles.

The plan was developed in [month and year], and will be reviewed at least annually to take account both of changing circumstances and changes to the nature of the perceived threat.

The Disaster Plan Manager has the prime responsibility for sustaining and developing the plan, and for undertaking any day-to-day activities required to sustain the readiness of the business to cope with an emergency.

Disaster response procedures
Every part of the company is required to have a local response team capable of dealing with threats and incidents as they arise in accordance with this plan.  In addition, each team must be prepared to use its own initiative on those occasions where communications with the Disaster Emergency Committee are not possible and/or where the speed of a response is paramount to protect people and property.

The current Disaster Organisation structure is set out in Annex B.

Incident response

Primary response to a threat or suspicious action

If a threat to life or property is received from any quarter by any means, a suspicious object is detected, or persons are suspected of acting in a manner that may lead to an attack on persons or property, the procedure to be followed is stated at Annex C.  This procedure is mandatory.

1. Dial 999, ask for Police and give the details requested.  The Police will determine what other emergency services will be required to attend.
2. Inform the immediate line manager, or any manager in their absence.
3. Do not interfere with any package of device that may be suspicious.
4. Be ready to evacuate the premises at short notice.  Treat the evacuation as if it is a fire emergency.
5. If there is any fire associated with the incident, operate the nearest fire alarm and leave the area.
6. In all cases of an evacuation, attend your normal assembly point and remain there until told otherwise, in accordance with the prevailing fire emergency procedures of the company.

Any variations to the above procedure may only be operated under the direct instruction of either a member of the Local Response Team or a member of the emergency services.

Responsible persons and emergency contacts

The main persons having responsibility in an emergency are set out in Annex D.  This information includes details of names, work addresses and contact numbers, and home addresses and contact numbers, and thus must be treated as confidential except during an emergency under the direction of the Disaster Management team.
Contact information for the emergency and other support services are contained in Annex E.
Key processes

The main activities and processes are set out in Annex F.  Each has been assessed as crucial, valuable or useful, to indicate their relative importance in the event of a disaster threatening the continuity of the organisation’s activities.

Crucial activities must be sustained as normally as possible in the aftermath of a disaster.
Valuable activities should be sustained where possible, but can be limited and undertaken on longer timescales than normal.  Line managers will review these activities in consultation with local response teams.
Useful activities should be deferred where possible, ideally until after normal business has been resumed.  Again, line managers will review these activities in consultation with local response teams.
Special areas of risk
Site B has been identified as being on a flood plain, and the steps to be followed on receiving a threat of flooding are set out in Annex ….  The Local Authority Civil Contingencies Unit will assist once an emergency is established.
Aftermath management

Specific arrangements for dealing with victim support, employee assistance and employee counselling are contained in Annex ….

[Additional sections dependent upon the nature and circumstances of the organisation.]

Sustaining business continuity

Arrangements have been made with VWX organisation for the supply of temporary office space, furnishings and fittings, and emergency equipment such as PCs.  [Annex: Local Response Team supplies details].

[Additional sub-sections dealing with transport arrangements, key employees, emergency telecommunications services, etc.]
Annex A

Disaster Organisation Structure

Disaster Emergency Planning Committee

· Managing Director: Name, Contact Numbers, Deputy, Contact Numbers

· Works Manager:

· HR Director:

· Marketing and Sales Director:

· Disaster Plan Manager:

· Secretary:

Annex B

Disaster Organisation Structure

Disaster Emergency Planning Committee

[Organisation Diagram 

Names and contact details]

This is a permanent team chaired by the Disaster Plan Manager and representing all functions. Specialist members include the heads of Health and Safety, Site Security and Estates Management.

Disaster Management Team

[Organisation Diagram

Names and contact details]

This may be the Disaster Planning Team in its operational format.

Incident Response Team

[Organisation Diagram

Names and contact details]

This team will be chaired by a senior manager with representatives of all functions. Specialisms represented will include Health and Safety, Site Management and Site Security. May include employee representatives.
	Local Emergency

Team A
	Local Emergency

Team B
	Local Emergency

Team C

	Building/site manager

(leader)
	Building/site manager

(leader)
	Building/site manager

(leader)

	Site Safety Manager
	Site Safety Manager
	Site Safety Manager

	Works/Operations Manager
	Works/Operations Manager
	Works/Operations Manager

	Specialist staff
	Specialist staff
	Specialist Staff


The composition of each Local Emergency Team will depend on the nature of the threat or incident, the availability of people, and the need for specialist advice.  In all cases those persons involved should know their roles and responsibilities in advance (as part of the planning process) and have received any appropriate training.
Annex C

Primary Response to a Threat or Suspicious Action

Mandatory Procedure

If a threat to life or property is received from any quarter by any means, a suspicious object is detected, or persons are suspected of acting in a manner that may lead to an attack on persons or property, the following steps must be taken.  This procedure is mandatory.

· Dial 999, ask for Police and give the details requested.  The Police will determine what other emergency services will be required to attend.
· Inform the immediate line manager, or any manager in their absence.
· Do not interfere with any package or device that may be suspicious.
· Be ready to evacuate the premises at short notice.  Treat the evacuation as if it is a fire emergency.
· If there is any fire associated with the incident, operate the nearest fire alarm and leave the area.
· In all cases of an evacuation, attend your normal assembly point and remain there until told otherwise, in accordance with the prevailing fire emergency procedures of the organisation.

Any variations to the above procedure may only be operated under the direct instruction of either a member of the Local Response Team or a member of the emergency services.
Annex D

Disaster Management

	Role
	Name
	Work address
	Contact number(s)
	Home address
	Home contact number(s)

	Disaster Manager
	Name 1
	
	
	
	

	Health and Safety
	Name 2
	
	
	
	

	Building X Manager
	Name 3
	
	
	
	

	Building Y Manager
	Name 4
	
	
	
	

	Site Z Manager
	Name 5
	
	
	
	


Responsible Persons

[This table is a specimen and a template.  The precise details recorded will vary according to the size, structure and operations of the organisation.] 


List of key holders


List of authorised persons and signatories
List of administrators of IT systems, with deputies


List of specialist/key employees


List of key supplier contacts


List of key customer contacts


Location of IT back-up systems 

Annex E

Disaster Management

Emergency Contact Numbers
	Police:
	Immediate 999
	Follow up:
	

	Fire:
	Immediate 999
	Follow up:
	

	Ambulance:
	Immediate 999
	Follow up:
	

	Bomb Disposal:
	Immediate 999
	Follow up:
	

	Coast Guard:
	Immediate 999
	Follow up:
	


Specific Incident Emergency Numbers:  Provided by Local Response Team  
	Water emergency:
	

	Electricity supply:
	

	Gas supply:
	

	Local hospitals:
	

	Emergency transport:
	

	Taxi services:
	

	Tree surgeon:
	

	Victim support and counselling:
	Provided by Local Response Team

	Next of kin enquiry numbers:
	Provided by Local Response Team

	Other public enquiries:
	Provided by Local Response Team


[This list is not exhaustive]


Annex F

Key Organisational Processes and Activities (Examples)


Crucial activities

These must be sustained as normally as possible in the aftermath of a disaster.
	Function
	Process/Activity
	Responsible person and deputy
	Contact details

	Finance
	Payroll
	Mr A
Mrs B (Deputy)
	Mr A Tel No.
Mrs C’s Tel No.

	
	Customer Billing
	
	

	
	…
	
	


Valuable activities

These should be sustained where possible, but can be limited and undertaken on longer timescales than normal.  Line managers will review these activities in consultation with local response teams.
	Function
	Process/Activity
	Responsible person and deputy
	Contact details

	Operations
	Preventative Maintenance
	
	

	
	
	
	

	
	
	
	


Useful activities 

These should be deferred where possible, ideally until after normal business has been resumed.
	Function
	Process/Activity
	Responsible person and deputy
	Contact details

	HRM
	Performance Management Support
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