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Policy: Disaster Recovery Planning

The directors of the organisation recognise the need to have a comprehensive disaster recovery plan. The following procedure sets out the contingency measures that the organisation will bring into effect in the event of a disaster or major incident that has affected its business.




A disaster can take many forms. Disasters can include acts of terrorism, fire, flood, disease epidemics, sudden death or incapacity of key staff and problems with computer servers and the organisation’s software. Any one of these disasters can prevent the organisation from working at its normal work location or at a viable capacity. The following procedure aims to ensure that the organisation will be able to operate its business as normal in such an event. 

Procedure

· The organisation’s business continuity plan should include ensuring that the organisation’s IT systems are backed up daily and the collation of customer and supplier details is carried out off site. 

· Each departmental manager is responsible for ensuring that employees understand the organisation’s disaster recovery plan policy and procedure. Employees are responsible for familiarising themselves with the procedure and should speak to their departmental manager should they have any questions. 

· In the event of a disaster, departmental managers will contact employees. If the disaster occurs outside of working hours, employees will be contacted at home. Employees should therefore ensure that the organisation has up-to-date contact details.

· Employees may be required not to attend work in the event of a disaster but should ensure that they are contactable and available for work. Alternatively, employees may be required to work at an emergency location. 

· In the event of a disaster occurring during normal working hours, employees should follow the organisation’s evacuation procedure. Employees should not attempt to collect their belongings or log off their computer but evacuate the building quickly and calmly. Employees working off-site will be contacted by mobile telephone.

· Employees are urged to remain vigilant and alert at all times. Unattended packages should be reported by informing the departmental manager or the facilities manager.
The documents provided below are intended to act both as examples and templates.  Their precise form will vary according to the organisation and its circumstances.  In particular, examples of Annexes indicated as ‘…’ are not supplied because they will be organisation and incident dependent.
ABC Company: Disaster Plan

Date/Version number

Scope 

This plan relates to the business and operations of ABC Company.  It details the procedures to be followed in an emergency situation and the actions to be taken to protect and sustain the employees, the business and the customers/suppliers of the company.

Management of the plan

The plan has been prepared and is sustained by the Disaster Emergency Planning Committee, consisting of the following:

· Managing Director

· Works Manager

· HR Director

· Marketing and Sales Director

· Disaster Plan Manager

· Secretary.
Details of the current incumbents of these positions, along with their nominated deputies, are in Annex A.

Note that in all cases the deputies have full powers when exercising their deputising roles.

The plan was developed in [month and year], and will be reviewed at least annually to take account both of changing circumstances and changes to the nature of the perceived threat.

The Disaster Plan Manager has the prime responsibility for sustaining and developing the plan, and for undertaking any day-to-day activities required to sustain the readiness of the business to cope with an emergency.

Disaster organisation

Every part of the company is required to have a local response team capable of dealing with threats and incidents as they arise in accordance with this plan.  In addition, each team must be prepared to use its own initiative on those occasions where communications with the Disaster Emergency Committee are not possible and/or where the speed of a response is paramount to protect people and property.

The current Disaster Organisation structure is set out in Annex B.

Incident response

Primary response to a threat or suspicious action

If a threat to life or property is received from any quarter by any means, a suspicious object is detected, or persons are suspected of acting in a manner that may lead to an attack on persons or property, the procedure to be followed is stated at Annex C.  This procedure is mandatory.

1. Dial 999, ask for Police and give the details requested.  The Police will determine what other emergency services will be required to attend.
2. Inform the immediate line manager, or any manager in their absence.
3. Do not interfere with any package of device that may be suspicious.
4. Be ready to evacuate the premises at short notice.  Treat the evacuation as if it is a fire emergency.
5. If there is any fire associated with the incident, operate the nearest fire alarm and leave the area.
6. In all cases of an evacuation, attend your normal assembly point and remain there until told otherwise, in accordance with the prevailing fire emergency procedures of the company.

Any variations to the above procedure may only be operated under the direct instruction of either a member of the Local Response Team or a member of the emergency services.

Responsible persons and emergency contacts

The main persons having responsibility in an emergency are set out in Annex D.  This information includes details of names, organisational addresses and contact numbers, and home addresses and contact numbers, and thus must be treated as confidential except during an emergency under the direction of the Disaster Management organisation.
Contact information for the emergency and other support services are contained in Annex E.
Key processes

The main activities and processes are set out in Annex F.  Each has been assessed as crucial, valuable or useful, to indicate their relative importance in the event of a disaster threatening the continuity of the organisation’s activities.

Crucial activities must be sustained as normally as possible in the aftermath of a disaster.
Valuable activities should be sustained where possible, but can be limited and undertaken on longer timescales than normal.  Line managers will review these activities in consultation with local response teams.
Useful activities should be deferred where possible, ideally until after normal business has been resumed.  Again, line managers will review these activities in consultation with local response teams.
Special areas of risk
Site B has been identified as being on a flood plain, and the steps to be followed on receiving a threat of flooding are set out in Annex ….  The Local Authority Civil Contingencies Unit will assist once an emergency is established.
Aftermath management
Specific arrangements for dealing with victim support, employee assistance and employee counselling are contained in Annex ….

[Additional sections dependent upon the nature and circumstances of the organisation.]

Sustaining business continuity

Arrangements have been made with VWX organisation for the supply of temporary office space, furnishings and fittings, and emergency equipment such as PCs.  [Annex: Local Response Team supplies details].

[Additional sub-sections dealing with transport arrangements, key employees, emergency telecommunications services and so on.]
Annex A

Disaster Organisation Structure

Disaster Emergency Planning Committee

· Managing Director: Name, Contact Numbers, Deputy, Contact Numbers

· Works Manager:

· HR Director:

· Marketing and Sales Director:

· Disaster Plan Manager:

· Secretary:
Annex B

Disaster Organisation Structure

Disaster Emergency Planning Committee

[Organisation Diagram 

Names and contact details]

This is a permanent team chaired by the Disaster Plan Manager and representing all functions. Specialist members include the heads of Health and Safety, Site Security and Estates Management.

Disaster Management Team

[Organisation Diagram

Names and contact details]

This may be the Disaster Planning Team in its operational format.

Incident Response Team

[Organisation Diagram

Names and contact details]

This team will be chaired by a senior manager with representatives of all functions. Specialisms represented will include Health and Safety, Site Management and Site Security. May include employee representatives.

	Local Emergency

Team A
	Local Emergency

Team B
	Local Emergency

Team C

	Building/site manager

(leader)
	Building/site manager

(leader)
	Building/site manager

(leader)

	Site Safety Manager
	Site Safety Manager
	Site Safety Manager

	Works/Operations Manager
	Works/Operations Manager
	Works/Operations Manager

	Specialist staff
	Specialist staff
	Specialist Staff


The composition of each Local Emergency Team will depend upon the nature of the threat or incident, the availability of people, and the need for specialist advice.  In all cases those persons involved should know their roles and responsibilities in advance (as part of the planning process) and have received any appropriate training.
Annex C

Primary Response to a Threat or Suspicious Action

Mandatory Procedure

If a threat to life or property is received from any quarter by any means, a suspicious object is detected, or persons are suspected of acting in a manner that may lead to an attack on persons or property, the following steps must be taken.  This procedure is mandatory.

· Dial 999, ask for Police and give the details requested.  The Police will determine what other emergency services will be required to attend.
· Inform the immediate line manager, or any manager in their absence.
· Do not interfere with any package or device that may be suspicious.
· Be ready to evacuate the premises at short notice.  Treat the evacuation as if it is a fire emergency.
· If there is any fire associated with the incident, operate the nearest fire alarm and leave the area.
· In all cases of an evacuation, attend your normal assembly point and remain there until told otherwise, in accordance with the prevailing fire emergency procedures of the organisation.

Any variations to the above procedure may only be operated under the direct instruction of either a member of the Local Response Team or a member of the emergency services.
Annex D

Disaster Management

	Role
	Name
	Organisation address
	Contact nos
	Home address
	Home contact nos

	Disaster Manager
	Name 1
	
	
	
	

	Health and Safety
	Name 2
	
	
	
	

	Building X Manager
	Name 3
	
	
	
	

	Building Y Manager
	Name 4
	
	
	
	

	Site Z Manager
	Name 5
	
	
	
	


Responsible Persons

[This table is a specimen and a template.  The precise details recorded will vary according to the size, structure and operations of the organisation.] 


List of Key Holders


List of Authorised Persons and Signatories

List of Administrators of IT Systems, with Deputies


List of Specialist/Key Employees


List of Key Supplier Contacts


List of Key Customer Contacts


Location of IT back-up systems 

Annex E

Disaster Management

Emergency Contact Numbers
	Police:
	Immediate 999
	Follow up:
	

	Fire:
	Immediate 999
	Follow up:
	

	Ambulance:
	Immediate 999
	Follow up:
	

	Bomb Disposal:
	Immediate 999
	Follow up:
	

	Coast Guard:
	Immediate 999
	Follow up:
	


Specific Incident Emergency Numbers:  Provided by Local Response Team  
	Water emergency:
	

	Electricity supply:
	

	Gas supply:
	

	Local hospitals:
	

	Emergency transport:
	

	Taxi services:
	

	Tree surgeon:
	

	Victim support and counselling:
	Provided by Local Response Team

	Next of kin enquiry numbers:
	Provided by Local Response Team

	Other public enquiries:
	Provided by Local Response Team


[This list is not exhaustive]

Annex F

Key Organisational Processes and Activities (Examples)


Crucial activities
These must be sustained as normally as possible in the aftermath of a disaster.
	Function
	Process/Activity
	Responsible person and deputy
	Contact details

	Finance
	Payroll
	Mr A
Mrs B (Deputy)
	Mr A Tel No.
Mrs C’s Tel No.

	
	Customer Billing
	
	

	
	…
	
	


Valuable activities
These should be sustained where possible, but can be limited and undertaken on longer timescales than normal.  Line managers will review these activities in consultation with local response teams.
	Function
	Process/Activity
	Responsible person and deputy
	Contact details

	Operations
	Preventative Maintenance
	
	

	
	
	
	

	
	
	
	


Useful activities 
These should be deferred where possible, ideally until after normal business has been resumed.
	Function
	Process/Activity
	Responsible person and deputy
	Contact details

	HRM
	Performance Management Support
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